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  Why did this happen?

Understanding the landscape of potential effects of machines



  Why did this happen?

Understanding the landscape of potential effects of machines

Always ask: Is there some context in which my model can be harmful if deployed?



  An illustrative example: Facial recognition

[Gender Shades]



  An illustrative example: Facial recognition  Why did this happen?

Understanding the landscape of potential effects of machines

Always ask: Is there some context where my model excludes entire classes of people?
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  Discrimination against groups



  Discrimination against groups: stereotypical bias

[Nadeem et. al.,, 2020, Caliskan et. al., 2020]

Stereotype: an over-generalised belief about a group

In some contexts are extremely harmful to the group



  Discrimination against groups: stereotypical bias

[Brown et. al.,, 2015, Hampton 2021]

Unfair discrimination and stereotypes



  Discrimination against groups: stereotypical bias

[Raji et. al.,, 2020, Blodgett et. al., 2020]

Where might models be learning this?

1. Training data reflects historical patterns of unfairness, unjustness and bias 
towards certain groups of people

2. Training data is biased if some communities are represented more than others

3. Toxic/unfair language that surrounds some communities is exacerbated by this 
training data bias



  Discrimination against groups: exclusionary norms

[Weidinger et. al., 2022]

1. Saying “both genders” excludes the possibility of non-binary gender identities -> 
this can be perpetuated through language use in data

2. These norms can place a “psychological tax” on those who do not fit or comply 
with these norms

3. If language models learn these norms from data, these can be “locked in” and built 
upon to exacerbate these biases in future generations



  Discrimination against groups: toxic language

[Gehman et. al., 2020, Wallace et. al., 2020]

Offensive, vulgar and harmful language

1. Training data often consists of text from Reddit etc., where slang and other derogatory 
terms might be used

2. Language models trained on these have shown a propensity to degenerate into toxic 
text when prompted with innocuous prompts

3. When deployed as chatbots etc., this is harmful to interactive users



  Discrimination against groups: performance mismatch

1. Groups for whom LMs are biased are typically groups that have historically been 
marginalised 

2. Even for standard NLP tasks, models perform worse, when text relates to such 
groups

3. Societal inequity in terms of having products deployed that work equally well for 
all individuals 

Lower performance only for some groups

[Joshi et. al., 2020, Ruder et. al., 2020]
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  Misinformation

Propagating false or misleading information

[Weidinger et. al, 2021]



  Misinformation

1. Language models are imperfect, and their factual knowledge of the world is not 
always correct

2. In sensitive domains (legal advice or medical advice) this can cause harm to 
humans; can cause users to perform unethical or illegal actions

Propagating false or misleading information

[Dale, 2021, Kenton et. al., 2021]
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  Privacy concerns

Compromising privacy & security of persons

[Weidinger et. al, 2021]



  Privacy concerns

1. Language models trained on data from the internet might have had access to 
personal and private information of individuals which is a potential privacy 
violation

2. Malicious intent in combination with this access to private information could be 
especially harmful

3. True or sensitive information that could be inferred from the training data is a 
cause of concern for governments and faces potential legal consequences (that 
could affect the whole world)

Compromising privacy & security of persons

[Carlini et. al., 2021, Mao et. al., 2011]
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  Malicious intent of deployed products



  Malicious intent of deployed products

[Weidinger et. al., 2021]

Making disinformation cheaper and more effective



  Malicious intent of deployed products

[Weidinger et. al., 2021]

Facilitating fraud, scams and targeted manipulation



  Malicious intent of deployed products

[Weidinger et. al., 2021]

Assisting code generation for cyber attacks, weapons, malicious use



  Malicious intent of deployed products

[Weidinger et. al., 2021]

Illegitimate surveillance and censorship



  Malicious intent of deployed products

[Buchanan et. al., 2021, Tamkin et. al., 2021]

Intentional harm caused by users with language models

1. Language models *could* serve as a tool to amplify a person’s capacity to 
intentionally cause harm 

2. They could lower the cost of disinformation campaigns for political parties or 
organisations

3. They could facilitate targeted fraud and scams (especially when combined with 
the leakage of private information)
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  Harm to the Environment



  Harm to the Environment

[Myton 2021, Crawford., 2021]

Carbon emissions

1. Energy demands required to train large AI models are massive and this depletes 
resources in other areas of use

2. Carbon emissions from training and operating these models reduce air quality and 
have negative impacts on the environment

3. Demand for fresh water to cool the data centers can be taxing in terms of 
resources



  Harm to the Environment

[Lambert and Cone., 2019]

Negative effect on job quality

1. Advances in AI can lead to automation of tasks (e.g., customer service) that are 
currently done by human workers, and serves as their livelihood

2. If AI displaces employees from their roles, this could lead to an increase in 
unemployment

3. This could exacerbate income inequality (new jobs are highly-paid research and 
technology jobs) and other lower-paid jobs are taken over my automated systems



  Harm to the Environment

[Rimmer 2013, Vezina and Hinchcliff Pearson., 2021]

Undermining creative economies

1. Content generated by AI might not strictly be in violation of copyright but can 
harm artists by capitalising on their ideas (e.g., generating entire fiction novels)

2. AI can create a new loophole in copyright law by generating content (e.g,. song) 
that is sufficiently distinct from original work so as to not constitute plagiarism, but 
is sufficiently similar so as to serve as a substitute

3. AI generated content can also take over the market for human authored work 
which might undermine their creative content
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  In summary

Best practises

1. As technology gets more advanced and is more frequently used in people’s lives, it 
is important to remember that the research decisions we make when building 
such models, can directly affect the lives of humans when deployed in production

2. Research innovations, once published, can be used by others (who might have 
malicious intent) so it is important to safeguard against all such uses by laying out 
all potential consequences beforehand



  In summary

Best practises

1. As technology gets more advanced and is more frequently used in people’s lives, it 
is important to remember that the research decisions we make when building 
such models, can directly affect the lives of humans when deployed in production

2. Research innovations, once published, can be used by others (who might have 
malicious intent) so it is important to safeguard against all such uses by laying out 
all potential consequences beforehand

How do we ensure this?
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  Fine-tuning and Alignment

Can we train models to be less biased and understand safety issues better?



  Fine-tuning and Alignment

Can we train models to be less biased and understand safety issues better?

Supervised Fine-tuning on Safety Data

Figures from HuggingFace 

Reinforcement Learning from Human Feedback

https://huggingface.co/blog/rlhf


  Fine-tuning and Alignment

Use curated safety-specific data with standard fine-tuning approaches (SFT / RLHF)

Constitutional AI: Critique and Revision Feedback

[Anthropic, Franken et. al.,]

https://www.anthropic.com/news/claudes-constitution


  Fine-tuning and Alignment

Use curated safety-specific data with standard fine-tuning approaches (SFT / RLHF)

Constitutional AI: Critique and Revision Feedback Self-Supervised Alignment with Contrastive Pairs

[Anthropic, Franken et. al., 2023]

https://www.anthropic.com/news/claudes-constitution
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 Diversity and Multiple Perspectives

Can we incorporate multiple perspectives from different people to build fairer models?



 Diversity and Multiple Perspectives

Can we incorporate multiple perspectives from different people to build fairer models?

Incorporate individual human perspectives instead of aggregates Collect diverse data from different demographics

[Pavlick et, al, 2018, Kirk et. al., 2023]



 Diversity and Multiple Perspectives

Can we use diverse data to build less biased/stereotyping models?

Train/steer models towards perspectives of different demographics Understand which demographics models might be biased towards

[Tamkin et, al, 2024, Liu et. al., 2024]



 User Studies and Socio-technological Harm

[Fleisig et, al, 2024, Holt et. al., 2024]
ChatGPT is biased towards non-standard dialects of English

South-asian natives do not have the same experiences using 
language technologies as natives of the Western world

Can we understand where communities personally feel the failures in AI lie?
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  Interpretability and Steering LLMs

Can we interpret what parts of the model contribute to bias?



  Interpretability and Steering LLMs

Feature disentangling and decoding into simpler structures for interpretability

SAEs decomposes model activations into sparser featuresFeature Disentangling

[Elhage et, al, 2022, Sharkey et. al., 2022]



  Interpretability and Steering LLMs

Can we understand what parts of the model contribute to bias?

Activation patching to discover parts of the model responsible for behaviours

[Meng et, al, 2022, Nanda et. al., 2024]

Attribution patching to mask our 
stereotypical biases in models
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The Risks of Generative AI The Path to Safer AI



  Thank you! Questions?

The Risks of Generative AI The Path to Safer AI
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